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Slide 2
Mobile Data:
* Traffic data
* Location- and other geographical data
* Contents
* Visual data

Use for law enforcement =
surveillance & evidence-gathering
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Traffic Data: Social Network Analysis (i)

¢ Centrality
* Betweenness
* Link Betweenness
¢ Closeness (direct/indirect)
* Degree
* Eigenvector
* Link direction
e Link weightings
See: i2: REVEALING LINKS: The Power of Social Network Analysis, Issue 1, May 2010, at:

http://www.i2group.com/wordpress/revealing-links-the-power-of-social-network-analysis-a-new-i2-white-paper/
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Traffic Data: Social Network Analysis (ii)

From: i2: REVEALING LINKS: The Power of Social Network Analysis, Issue 1, May 2010, at:

http://www.i2group.com/wordpress/revealing-links-the-power-of-social-network-analysis-a-new-i2-white-paper/
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Traffic Data: Social Network Analysis (iii)
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From: i2: REVEALING LINKS: The Power of Social Network Analysis, Issue 1, May 2010, at:

http://www.i2group.com/wordpress/revealing-links-the-power-of-social-network-analysis-a-new-i2-white-paper/
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Location Data (i):

EC e-Privacy Directive (Dir 2002/58/EC), Article 2(c):

‘location data’ means any data processed in an electronic communications
network, indicating the geographic position of the terminal equipment of a
user of a publicly available electronic communications service.

May be processed for the purposes of the prevention, investigation,
detection and prosecution of criminal offences when this is a “necessary
measure” for any of those purposes (Article 13(1)(d) of the main EC Data
Protection Directive (Dir 95/46/EC), which also applies to the e-Privacy
Directive.
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Location Data (ii):

Article 29 Working Party: Opinion on Geolocation services on smart
mobile devices:

The e-privacy directive (2002/58/EC, as revised by 2009/136/EC) only
applies to the processing of base station data by public electronic
communication services and networks (telecom operators).

Otherwise, the relevant legal framework remains the main data
protection directive (95/46/EC). It applies in every case where personal
data are being processed as a result of the processing of location data
(as included in Telecoms’ base station data), but also to GPS data,
geographical information derived from WiFi access points, etc..
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Location Data (iii):

Article 29 Working Party: Opinion on Geolocation services on smart mobile devices:

A smart mobile device is very intimately linked to a specific individual. Most people tend to
keep their mobile devices very close to themselves, from their pocket or bag to the night
table next to their bed.

This allows the providers of geolocation based services to gain an intimate overview of habits
and patterns of the owner of such a device and build extensive profiles. From a pattern of
inactivity at night, the sleeping place can be deduced, and from a regular travel pattern in
the morning, the location of an employer may be deduced. The pattern may also include
data derived from the movement patterns of friends, based on the so-called social graph,
indicating the visibility of friends in social networking sites and the capacity to deduce
behavioural traits from data about these friends

A behavioural pattern may also include special categories of data, if it for example reveal
visits to hospitals and religious places, presence at political demonstrations or presence at
other specific locations revealing data about for example sex life. These profiles can be used
to take decisions that significantly affect the owner.
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Location Data (iv):

Article 29 Working Party: Opinion on Geolocation services on smart mobile devices:

As with other new technology, a major risk with the use of location data is function creep, the fact that based on the
availability of a new type of data, new purposes are being developed that were not anticipated at the time of the original
collection of the data.

August 2011 London riots: BBM and Twitter were “very useful intelligence assets”:

"We used Twitter a lot and other social media sites [during the riots]“ but:

"I think one of the challenges going forward is how we resource responding to [social media] in
live time because one of the things we did see is huge amounts of - and | think the word
intelligence is overused, | would use the word chitter-chatter - across BBM and across Twitter.
Actually our capacity throughout this operation until very recently to keep up with the information
on there was overwhelm[ed]”

"The only problem with it is, it is a massive amount of information that you need to

synthesise and some of it is quite obviously wrong and rather silly.”

London Metropolitan Police's Acting Deputy Commissioner Tim Godwin & Assistant Commissioner Lynne Owens in
evidence to the House of Commons Home Affairs Committee

During earlier murder investigations: Police asked Telecoms for details of all mobile phone subscribers in the relevant
(small) area at the time of the murder, i.e., without any individualised suspicion.
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Contents of social media communicatitons (i):

August 2011 London riots:  BBM and Twitter were “very useful intelligence assets”:

"We used Twitter a lot and other social media sites [during the riots]“ but:

"I think one of the challenges going forward is how we resource responding to [social media] in
live time because one of the things we did see is huge amounts of - and | think the word
intelligence is overused, | would use the word chitter-chatter - across BBM and across Twitter.
Actually our capacity throughout this operation until very recently to keep up with the information
on there was overwhelm[ed]”

"The only problem with it is, it is a massive amount of information that you need to

synthesise and some of it is quite obviously wrong and rather silly.”

London Metropolitan Police's Acting Deputy Commissioner Tim Godwin & Assistant Commissioner
Lynne Owens in evidence to the House of Commons Home Affairs Committee
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Contents of social media communications (ii):

An Egyptian using his mobile phone during the recent upheavals, 1 February 2011
(Picture courtesy of Ahmad Hammoud, under a Creative Commons License)
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Contents of social media communications (iii):

Londoners using their mobile phones during the recent upheavals, August 2011
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Visual data (i):

An Egyptian using his mobile phone during the recent upheavals, 1 February 2011
(Picture courtesy of Ahmad Hammoud, under a Creative Commons License)
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Visual data matching

From: Allessandro Acquisti, Ralph Gross and Fred Stutzman
Privacy in the Age of Augmented Reality (forthcoming)
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Visual data & other data:
Mobiel Media Surveillance is increasingly linked to real-world surveillance:

The increasing ease of identification:
POLICE / SECRET SERVICE FILE:

e

See: Allessandro Acquisti, Ralph Gross and Fred Stutzman
Privacy in the Age of Augmented Reality (forthcoming)
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Visual data & other data (iii):

Brazil's police are getting augmented reality glasses that use a small camera to identify criminals
in a crowd. Photo: Flickr user Marcus Vegas
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Slide 17 Where we are going (and shouldn’t):

German Constitutional Court’s 1983 Census judgment:

“A social and legal order in which the citizen can no longer know who knows what when about him and in
which situation, is incompatible with the right to informational self-determination. A person who wonders
whether unusual behaviour is noted each time and thereafter always kept on record, used or
disseminated, will try not to come to attention in this way. A person who assumes, for instance, that
participation in a meeting or citizen initiative is officially recorded, and may create risks for him, may well
decide not to use the relevant fundamental rights ([as guaranteed in] Articles 8 and 9 of the Constitution).
This would not only limit the possibilities for personal development of the individual, but also the common
good, because self-determination is an essential prerequisite for a free and democratic society that is
based on the capacity and solidarity of its citizens.”

(Volkszéihlungsurteil, BVerfGE Bd. 65, S. 1 ff) We are gettl ng there!
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Der vorverlegter State & societal

. Sebastian Cobler .
Staats- [und Sozial-] Die Gefahr geht von protection
den Menschen aus
Schutz Dervorverlegte Staatschutz ”broughtforwardll

Rotbuch Verlag Beriin
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Slide 19 Resisting the temptation of “brought-forward” police and State powers and “just-in-
case” [auf Vorrat] monitoring, -retention and —analysis of data, including especially mobile data and SNS
data:

Article 29 Working Party opinion on the Data Retention Directive:

“The decision to retain ication data for the purpose of combating serious crime is an unprecedented one with a
historical dimension. It encroaches into the daily life of every citizen and may endanger the fundamental values and freedoms
all European citizens enjoy and cherish.”

Council of Europe Commissioner for Human Rights Issue Paper on Social Media & Human Rights:

[T]he Rule of Law requires ... in respect of Internet surveillance, [that] any measures should respect the prohibition in

the Cybercrime Convention on general or indiscriminate surveillance and collection of large amounts of traffic [and
] data”; comp susplclonless retention of such data, currently required under EU law,

fundumentally violates thls principle (and in our view, the ECHR and the EU Charter of Fundamental Rights, as well as

several national constitutions)

Software, programmer Phil Zimmerman Explaining his decision to release his Pretty Good Privacy encryption:

“When making public policy decisions about new technologies for the government, | think one should ask oneself
which technologies would best strengthen the hand of a police state. Then, do not allow the government to deploy
those technologies. This is simply a matter of good civic hygiene.” (1996)

Quoted in lan Brown, Regulation of Converged Communications Surveillance, http://ssrn.com/abstract=1261192
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