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About the speaker
Bio sketch:
• Ph.D. in Mathematics (London, 1993).
• Postdoctoral research, 1994-1996 in Zurich and

London
• HP Research Laboratories, 1996-2001: internal 

mathematical consulting
• Lecturer, Reader, Professor at Royal Holloway, 

University of London, 2001-2019
• Professor of Computer Science, ETH Zurich, 2019 –

now

Main research focus: Applied Cryptography
Wikipedia: 
https://en.wikipedia.org/wiki/Kenny_Paterson
Research group: https://appliedcrypto.ethz.ch/
Twitter: @kennyog
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Agenda

1. The role of cryptography in the digital society
2. Quantum computing vs. cryptography
3. Telegram and Bridgefy
4. Consuming cryptography
5. Beyond cryptography for data in transit
6. Key takeaways
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Then…
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Now…
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• e-commerce
• social media
• online personal banking
• debit/credit card payments
• interbank payments
• secure messaging

(WhatsApp, Signal, 
Telegram)

• mobile telephony
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• VPN/remote access
• video conferencing
• secure cloud data storage

• privacy-preserving contact
tracing (GAEN, DP3T)

• Cryptocurrencies
• military and government

communications systems

Cryptography everywhere
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Messaging Cloud Cryptocurrency FHE and MPC startups

Now…
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Cryptography ⋂ politics ≠ ∅
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Quantum Computing
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Basic tenet of quantum physics: superposition.

Qubit: basic unit of quantum computation, loosely a superposition of classical “0” 
and “1” bits.

Quantum gates: analogues of classical computing gates – AND, NOT, etc – acting 
on qubits.

Quantum computing: execution of a sequence of quantum gates on ”all possible 
classical states in parallel”.
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Shor’s Algorithm Breaks Classical Public Key 
Cryptography
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https://www.youtube.com/watch?v=hOlOY7NyMfs
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https://www.youtube.com/watch?v=hOlOY7NyMfs
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Quantum Supremacy
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Quantum Computing’s Prospects According to IBM
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https://www.ibm.com/blogs/research/2020/09/ibm-quantum-roadmap/

February 2021
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https://www.ibm.com/blogs/research/2020/09/ibm-quantum-roadmap/
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Responding to the CryptApocalypse

More usefully:
• Design new cryptosystems that 

we believe resist attack by 
quantum computers.

• Post-quantum cryptography.
• Aka quantum-resistant or 

quantum-immune 
cryptography.
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PQC and

NIST competition, 2016 – 2023(ish) for standardising post-quantum public key 
algorithms.

• http://csrc.nist.gov/groups/ST/post-quantum-crypto/
• Formal project start: 2012.
• Evaluation criteria: security, cost, flexibility/simplicity/adoptability.
• Process (5-7 years):
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ion due
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69 “complete 
and proper” 
submissions

26 candidates 7 finalists, 
8 alternates N winners
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http://csrc.nist.gov/groups/ST/post-quantum-crypto/
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Telegram and Bridgefy
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Bridgefy actively promote their app for use by 
higher risk protest groups
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So how secure are Telegram and Bridgefy?
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https://mtpsym.github.io/

https://eprint.iacr.org/2021/214
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Symmetric cryptography in Telegram
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Breaking Bridgefy, again
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Breaking Bridgefy, again – demo 
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Telegram and Bridgefy – Common themes
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• Reliance on non-standard or known-to-be-weak components
• Improper combination of components resulting in an 

insecure system
• Over-confidence in own level of cryptographic expertise
• Lack of process to enable smooth vulnerability disclosure
• Unwillingness to announce security issues to users

• All this for the simplest cryptographic application: 
secure communication.
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Consuming cryptography
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• Be aware of the Dunning-Kruger 
effect – it’s alive and well in 
cryptography.

• There is no free lunch.
• Learn to detect snake-oil.

26
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Four golden rules for consuming cryptography 
– going beyond “Don’t roll your own”

02/09/2021 27

1. Large companies, or smaller ones for whom cryptography is a 
core technology, should employ qualified cryptographers and 
give them a role in system specification and development.

2. Developers should rely on existing algorithms packaged in 
cryptographic libraries.

3. Developers should rely on existing design patterns and 
standards for more complex cryptographic systems/protocols.

4. When a new application demands a new cryptographic system or 
protocol, and expertise is not locally available, seek external 
advice.

From: https://www.cybok.org/media/downloads/Applied_Cryptography_v1.0.0.pdf
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CyBoK: The Cyber Body of Knowledge

02/09/2021 28
https://www.cybok.org/

28



25. Symposium on Privacy and Security 
02.09.2021

© 2021 Kenny Paterson / ETH Zürich 15

Agenda

1. The role of cryptography in the digital society
2. Quantum computing vs. cryptography
3. Telegram and Bridgefy
4. Consuming cryptography
5. Beyond cryptography for data in transit
6. Key takeaways

02/09/2021 29

29

Beyond cryptography for data in transit
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1. Cryptography for data at rest

2. Cryptography for data under computation
• Searchable encryption
• Secure multi-party computation
• Fully homomorphic encryption

3. Cryptography for cryptocurrencies
• Threshold techniques
• Advanced signature schemes
• Zero-Knowledge proofs

30
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Example: searchable encryption

02/09/2021 31

SE allows the server to process queries and updates “directly” on 
encrypted data without the need for decryption

1 3 5

Searchable Encryption Return all documents 
containing “Alice’

Slide by Sikhar Patranabis
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Beyond cryptography for data in transit
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Those who cannot remember the past are 
condemned to repeat it.

George Santayana
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Key takeaways
• Cryptography has become a pervasive technology.
• Cryptography is powerful yet imperfect.
• Cryptography, like most technologies, can be used for good or ill. 

• Cryptography has been protecting data in transit for thousands of 
years.

• Now it is increasingly being used to protect data at rest and under 
computation.

• Novel applications like cryptocurrencies are spurring innovation in 
research and deployment of cryptography.

• New technologies bring new risks and opportunities for 
cryptography: quantum computation, cryptocurrencies,…

• At ETH we are in the forefront of researching these topics.
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Contact:
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Photo by Wilhelm Gunkel on Unsplash
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